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AI systems hold the promise of helping humans address many challenges, such as reducing
biodiversity loss and managing climate change, increasing efficiency of processes, enabling smart
traffic control and sustainable mobility development, and improving healthcare diagnostics
(Eastwood et al, 2021; Cheong et al., 2022; Manyika & Sneader, 2018; Englund et al, 2021; Jiang et
al., 2017). However, ethical challenges such as disproportionately affecting vulnerable minorities
(e.g., discriminating female candidates in the context of hiring through AI-enabled recruiting
systems) continue to emerge in this space, while corresponding accountability and oversight
mechanisms are lacking (Yam & Skorburg, 2021). This absence of oversight enables the
un-scrutinized deployment of such systems in sensitive contexts such as criminal justice, hiring or
healthcare, among others (McKay, 2020; Panch et al., 2019; Dattner et al, 2019). Hence, AI auditing
procedures are increasingly necessary to understand, detect and mitigate the potential unintended
consequences of the deployment of AI-enabled technology. This research brief highlights the
increasing importance of addressing AI auditing and contends that it is key to do so in an
interdisciplinary setting with collaboration between policymakers, academia, and AI developers.

The Need for AI Auditing
Assessment Practices

and

Impact

Audit procedures for AI systems provide an
overview of the system's present and past
performance and enable monitors to preemptively
address, manage and mitigate potential risks
(Falco et al., 2021; Brundage et al., 2020). Audits
can be performed internally by the organization
developing the technology or by an external entity
such as third-party auditing companies (Knowles &
Richards, 2021; Raji et al., 2020).
Surprisingly, in spite of the increased awareness of
auditing being a fundamental process to address
challenges that AI systems can bring along, little
work has been conducted so far in addressing the
operational challenges of such complex and
interdisciplinary research fields. Few researchers
have provided guidance on how to address issues
of auditing AI in practice throughout the entire
lifecycle of the system. Thus, effective, actionable,
and comprehensive methodologies to understand,
address and mitigate such impacts remain
under-investigated.
In the past few years, numerous guidelines around
the deployment of AI have been published by
industrial, academic, non-profit, as well as
governmental institutions (Brundage et al., 2020;
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Hagendorff, 2020; Falco et al., 2021). Two leading
standard bodies, such as the IEEE and the ISO
have been publishing standards for AI systems to
improve market efficiency and address some of
the ethical concerns (Chihon, 2019). The
standards address a multitude of practices, such
as frameworks for AI systems using machine
learning, and algorithmic bias considerations, to
name a few (ISO 2018, IEEE, 2022). In spite of
such standards providing a path towards a global
solution, they are not sufficient in achieving a
proper mechanism of governance oversight that
enables the right checks and balances.

The European Commission (EC), has been
leading worldwide with regulatory frameworks for
developing human-centered AI systems. For
instance, the Ethics Guidelines for Trustworthy AI,
proposed in 2019, as well as the White Paper on
AI in 2020 (European Commission, 2019;
European Commission, 2020). In 2021, the EU
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Artificial Intelligence Act was issued as a proposal
for legislating AI systems (European Commission,
2021) with the goal of guaranteeing the
development of safe AI systems that conform with
the human-centric values of the European Union.
Recently, the EC has worked on translating the
principles into actionable practices through tools
such as the Assessment List for Trustworthy
Artificial Intelligence (European Commission,
2020), whose aim is to help developers to assess
the impact of their AI systems.
However, practitioners are still increasingly
struggling to translate guidelines into their
decision-making processes (Hagendorff, 2020).
Assurance requirements for organizations are
non-trivial (Falco et al, 2021). All these initiatives
are still lacking operational guidance for
practitioners to take effective, actionable measures
to effectively assess the impact of the AI systems
they develop throughout the lifecycle.

Understanding potential practices in auditing
Auditing has been a standard practice in
numerous domains and industries already relying
heavily on standardized practices to assess the
quality and security of the systems developed,
such as finance, aerospace, or healthcare (Raji et
al., 2020; Shneidermann, 2020). In the last few
years, several practices have been explored by
researchers, who investigated best practices for
auditing AI systems. For instance, practices that
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have been adopted in other domains, such as
audit trails, verification, and bias testing, as
well as explainable user interfaces, could all be
important aspects to consider (Shneiderman,
2020). Such measures enable to log the
necessary information on the practices conducted
to assess the impact of the system, as well as
transparently communicating to the users how the
system operates and the safe extent of its
deployment (Shneiderman, 2020). Others have
examined templates to enable documentation
practices, essential for creating logs of
information in order to understand the choices that
were made in the development phase and
understand their potential impact at a later
deployment phase (Arnold et al., 2019; Richards,
2020). Similar to the supplier’s declaration of
conformity (SDoC), which provides information on
how a product conforms to the technical standards
or regulations enforced in the country it is
deployed, FactSheets have been proposed as
well (Arnold et al., 2019). They constitute a
comprehensive documentation framework, aiming
to record the practices deployed in the
development of the AI system and disclose the
intended purpose for deployment (Arnold et al.,
2019; Richards, 2020). Such practices could
significantly contribute to an increase in
consumers' trust in AI-enabled products and would
enable monitoring of potential ethical concerns
emerging in the design and development phase
(Arnold
et
al.,
2019;
Richards,
2020).
Documentation practices constitute essential steps
that should be embedded into auditing
procedures. However, on their own, they are not
sufficient to address all the challenges of the
impact assessment of AI-enabled systems.
Different auditing tools for specific ethical
requirements such as fairness and explainability
have been explored, and mitigation measures for
adhering to the ethical standards have been
proposed (Koshiyama et al., 2021). However, a
general procedure for bringing consistency to all
the phases of the components of an AI model is
missing.
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The comprehensive framework for internal auditing
of AI systems proposed by Raji et al. (2020) has
been a major contribution to the field by enabling a
proactive set of interventions throughout the
lifecycle of a system. The framework tackles the
practices necessary along the pipeline of an AI
system to record important design decisions and
to identify the causal relation between such
decisions and the risks that might emerge and
relate to ethical failures (Raji et al., 2020). The
authors propose five different stages that are
Scoping, Mapping, Artifact Collection, Testing,
and Reflection, all-encompassing the necessary
documentation requirements and enabling closing
of the accountability gap for each fundamental
process of the analysis of an AI system (Raji et al.,
2020). This process contributes significantly to the
identification of which documentation practices can
contribute to the evaluation of an AI system's work
in the product development lifecycle. Nonetheless,
the process developed by the authors allows
stakeholders in a company to delineate an internal
audit procedure that might not unveil all the ethical
issues.
Current Challenges in Auditing
In spite of this significant work, the literature on
algorithmic auditing presents several challenges.
First is the coordination challenge. The practices
delineated above often focus on specific phases
and are insufficient to analyze the entire pipeline of
the auditing of an AI system on their own. Thus,
auditing complex AI-enabled models require
bridging the work of many stakeholders, predicting
and addressing a variety of potential harms
depending on the context. Therefore, coordination
along the phases is key but also complex. In the
lifecycle of an AI system, many different
stakeholders are accountable for different
decisions that impact the overall performance of a
system. For instance, the data on which a model is
trained significantly affects the performance and
accuracy of a model (Gebru et al., 2021).
However, the lack of practices to assess whether
the data used conforms to the desired deployment
contexts and purpose of the system might lead to
significant issues, such as reinforcing societal bias
https://ieai.sot.tum.de/
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by
disproportionately
affecting
vulnerable
minorities (Boulamwini & Gebru, 2018).

Secondly is the implementation challenge. The
translation of regulatory requirements into
actionable measures, as well as the delineation of
comprehensive auditing frameworks addressing
the entire lifecycle of a system and guaranteeing
independent oversight, is still missing. Measures
have to be adopted and defined at an
organizational level in order to enable oversight
mechanisms and documentation practices that will
allow for an understanding of how important
decisions were made in the design and
development phase of a system and their
implications in the deployment phase. Moreover,
the implementation challenge is significantly
impacted by the current cost of conducting an
audit, as expertise in the field is still being built,
and the concern of liability exposure caused by the
lack of proper measures to detect and mitigate
potential issues in the systems creates a
significant barrier (Costanza-Chock et al., 2022).
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Another significant issue is the lack of
coordination and collaboration opportunities
between internal and external auditors. Often
external auditors face issues around disclosure of
the audit results, which leads to a lack of
transparency around the potential consequences
of deploying a certain system on a large scale.
Whereas internal auditing teams face challenges
around resources to audit the entire lifecycle of the
system developed to unveil all the potential ethical
issues (Costanza-Chock et al., 2022; Raji et al.,
2020)

Conclusions

Nonetheless, in spite of the significant resources
needed to conduct this research, its relevance is
tremendous. Developing auditing mechanisms can
guarantee lower compliance costs in light of the
upcoming regulation, the AI Act, by enabling better
mechanisms
for
conformity
assessment.
Moreover, auditing mechanisms can also provide
greater transparency in terms of an organization’s
purpose for developing their technology and the
efforts are taken to ensure that their systems are
safe, fair, and ethically sound in general.

In light of upcoming regulations on AI governance,
AI practitioners are challenged to comply with
required rules while lacking standardized practices
and documentation tools to conduct technical but
also ethical assessments of their AI systems.
Hence, interdisciplinary arenas are necessary to
enable the development of new methodologies
and tools that can help standardize actionable
measures to assess the impact of AI systems in a
specific domain and mitigate the potential
concerning consequences of their deployment in
time.
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This Brief addresses the fascinating and
under-investigated field of algorithmic AI auditing
by providing an overview of the practices that have
been proposed so far in the field and highlighting
some of the challenges that remain in employing
these practices. To enable concrete advancement
in such an interdisciplinary field of research,
however, the need for cooperation between
policymakers, AI developers, academia, and other
relevant stakeholders is essential.
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