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How is AI being used in the Military?
AI and other advanced technological tools are
increasingly becoming commonplace in military
engagement. Through the ranks, commanders are
using AI-enabled tools to prepare themselves
when planning and preparing for missions and for
knowledge-gathering purposes on adversaries.
Soldiers are also empowered through AI-enabled
tools to navigate complex battlefields, deliver
synchronized effects, and accurately deliver
assignments
while
enhancing
combatant
discrimination and lowering the risk of deployed
forces.
Militaries are complicated and large structures. Not
every actor or duty position necessarily benefits
from the increased availability of new technological
tools. Thus, thinking about the various tasks that
are included in warfighting scenarios can assist
with understanding where AI and autonomous
systems can play an effective role. A warfighting
function framework provides a systematic way to
review the implications for AI or autonomous
systems in the military (Barnes, 7 June 2022;
Ryan & Mittal 2019).

The Command and Control function refers to the
synchronization of the different elements of
command power and functions to accomplish the
mission, and an essential aspect of this is
communication. Since military forces and
equipment will go through disruptive and denied
communication situations, mesh networks must be
developed to facilitate it. This also applies before
the battlefield, and AI can help in planning and
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decision-making tools by creating courses of
action run through a simulation to identify options
that might not have been considered before.
Commanders employ Movement and Maneuver
to find positions of advantage when focusing on
land combat. Movement is crucial to disperse and
displace forces as a whole and gain or exploit
positions of relative advantage. Maneuver is used
for massing effects to achieve surprise, shock, and
movement. AI integration is seen using Aided
Threat Recognition from Mobile Cooperative and
Autonomous Sensors in the air and on the ground
to provide target data. This is documented in part
of Project Convergence, a learning campaign
created to integrate the army into the Joint Force
and collect data on soldiers, weapons systems,
command and control, information, and terrain
(CRS, 2022). Another example is IBAS (Industrial
Base Analysis and Sustainment), which provides
real-time information to commanders about
themselves, the troops, and their adversary, thus
helping training at all levels of the army (OUSD,
2022). The military can employ a Synthetic
Training Environment (STE) which looks at
pretraining, runs rehearsals for a mission, and aids
in developing the skills required for soldiers to use
these AI-enabled systems in the future (USAASC,
2022).
Intelligence functions are the collection of data
processed and analyzed to provide real-time
information on adversary positions, raids, and how
the terrain can affect a mission. This form of AI
can help human staff manage a large amount of
data
and
propose
more
accurate
recommendations from an intelligence standpoint
to the commander. A presented example is
ARTEMIS
(Airborne
Reconnaissance
and
Targeting Multi-Mission Intelligence System), an
aircraft using electronic collection and ground
scanning radar, allowing for a clear picture of the
battlefield (Insinna, 2022).
Fire functions encompass air to air, air to surface,
surface to surface, space, cyber operations, and
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multi-nation national fires. Key elements to
evaluate are how to leverage the fire to optimize
its effects and synchronize them with other forms
of the operation. AI can be leveraged significantly
within this sphere; by analyzing the time taken to
identify a target to when that target has been
cleared to ensure distinction discrimination
(meaning identifying the right asset to engage with
the target, then fire) (Barnes, 7 June 2022).
Project Convergence has worked towards
researching to shorten that amount of time. This is
already seen used in the current conflict in Ukraine
with GIS Arta, an artillery aiming technology
developed
by
Ukrainian programmers in
collaboration
with British digital mapping
companies, which locates Russian targets and
selects the closest artillery, missile, etc., within
range in order to eliminate it. This has shortened
the military's targeting time from 20 minutes to one
(Parker, 2022).
A Sustainment warfighter function requires
accurate logistics of what is needed to carry out
tasks and systems and provide support, ensuring
freedom of action, extending the operational
reach, and prolonging the endurance of the
deployed forces. AI would improve these
mechanisms in a timely and cost-effective manner.
Artificial Intelligence would supply the current
status of all the sustainment support available at
the time, which would then aid in calculating the
next steps. For example, this tool can be used in
predictive maintenance when identifying which
critical parts of a vehicle will fail to be prepared
and replaced quickly, as well as in-service support
on the battlefield when effectuating an evacuation
or triage casualties of soldiers and civilians.
Protection
functions
evaluate
survivability
operations, health protection provisions, and
identification of potential threats. The commander
must maintain the force's integrity and combat
power on land as well as the sensitive data that is
stored digitally. The use of AI within cyberspace to
protect these critical systems has made their
vulnerability evident. Therefore, when using this
protection, the main focus is adversarial AI; how
an adversary can manipulate the data or the
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model itself to negatively affect the overall
system's integrity or infiltrate satellite data
indicating the shared position, navigation, and
timing of troops. These are vital areas to consider
when developing protective AI.
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Considerations for Responsible Use of AI in
the Military
Similar to other fields, using AI in the military has
received criticism, most of which is based on moral
grounds. With reference to the AI ethics principles
presented
by
Floridi
et
al.
(2018),1
non-maleficence is a point of concern when
discussing lethal autonomy, a military function
that would identify and eliminate targets based on
programmed data. While it is important to note that
autonomous and AI are not equivalent terms,
arguments against these systems that often rely
1

Beneficence can be described as promoting
well-being, preserving dignity, and sustaining the
planet, or “do only good”. Non-maleficence implies “do
no harm”. Autonomy encompasses the idea that
individuals have the right to make decisions for
themselves. Justice deals with shared benefit and
shared prosperity and relates to the distribution of
resources and eliminating discrimination. Explicability is
an added concept that focuses on enabling the other
principles through making explicit the need to
understand and hold to account the AI decision-making
processes (Floridi et al., 2018).
IEAI Research Brief

3

Institute for Ethics in Artificial Intelligence

on AI-enabled processes are that possible
mistakes that can occur; either the system does
not work as designed or intended by targeting an
individual wrongly or causing collateral damage
due to a mistake in calculating expected damages
(Barnes, 7 June 2022).
Related to issues of justice and explainability is a
second concern: who is responsible when errors
occur (Atherton, 2022)? In the most extreme
application, some argue that when deploying lethal
autonomous weapons systems (LAWS), it would
be unfair to blame the operators, engineers, or
commanders if it malfunctions. However,
accountability is a key issue in need of
clarification, even with tools that involve less risk
than LAWS. In order to define the responsible
agent in the usage of AI systems, there needs to
be a level of trustworthiness that can only be
established by the ability to predict the behavior of
AI systems understandably and coherently to set
rigid boundaries and goals (Schönbein et al.,
2020).
The introduction of AI on the battlefield has also
been argued to dehumanize war, leading to
possible issues with soldier autonomy: the system
choosing targeted individuals is not analogous to a
human soldier's choice. They are not moral
agents, and it would be wrong for technology to
decide whom to kill, given they have no concept of
respect and intention. Human agency is a focal
point in the responsible use of AI, and in this case
AI military systems should remain a tool and not
deny humans of their duties and ability to utilize it.
Although this notion is widely shared, there is still
research needed in how to put it into practice
(Boulanin et al., 2020).
On the other side, one has to consider the
arguments related to beneficence. Automation in
warfighting and the use of AI-enabled tools have
the opportunity to reduce the number of troops
needed in battle and allow for more precision,
safety,
efficiency,
and,
ultimately,
effectiveness. This could lead to a reduction in
risk to individual soldiers and also potential cost
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savings (Ryan & Mittal 2019). However, one must
consider the issue of justice in terms of how these
benefits are distributed. Are risks for certain
populations (for example, civilians) increased by
the use of automation and the use of AI-enabled
tools while other groups (for example, soldiers or
commanders) feel the benefit of increased safety?
These are questions that have developed and that
militaries need to ask themselves.

Ethical and legal considerations must be included
in the design of LAWS and other AI-enabled
systems so that the responsible agents, in this
case, the commanders, can make those informed
decisions. Although AI can make mistakes, it is the
latter that is responsible for its employees, and
questions remain to what degree, but it is not zero
(Barnes, 7 June 2022). Efforts have been made to
address these concerns through legal acts
defining semi-autonomous systems and setting up
an approval process at the highest level if the
military were to develop and use these systems.
Moreover, there needs to be further development
of a standard military code of ethics and policy for
AI, which will then define what values to include in
the ethical design of these AI systems, how they
are measured and assessed, and who will be held
responsible. It is crucial to consider how different
cultures can shape and influence these values
(Wasilow & Thorpe, 2019).
In our discussion at the IEAI, Barnes argued that
AI has been used in the military and has been
present for over 80 years. Therefore, LAWS are a
new but not fundamentally different next step in
the evolution of warfighting. This does not mean
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that we should not have concerns as a society, but
we should instead focus on the efforts and ethics.
Machines have rapidly grown in intelligence, but
the bigger problem is rather that humans have
rushed and perhaps over-promised the idea of
machines in positions with autonomy. AI-enabled
tools do not exist in a vacuum. As with anywhere
in the military, the human agent is the limiting
factor to the planning and operation of these
systems responsibly (Barnes, 7 June 2022).
Final Thoughts
These dilemmas are socio-technological issues
that require socio-technological solutions. This
means that human involvement and our values are
an integral part of creating these tools. For this,
there needs to be the inclusion of AI at all
education levels. In this case, every soldier would
benefit from this when they employ it on the
battlefield, where the risks are incredibly high.
Furthermore, there needs to be a productive
collaboration between industry, government, and
academia within the international community as no
one has the only ethical solution. Barnes, for
instance, drew from his personal experience when
developing the United States Department of
Defense Directive in Autonomy in Weapon
Systems, explaining that the difficult part is putting
these principles into practice and operationalizing
them.
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Incorporating AI can help augment LAWS by
reducing civilian casualties, reducing collateral
damage, helping generate and explore courses of
action, and minimizing risks to deployed forces
and civilians. As AI transforms the military, it can
transform society, and it is up to humans to steer it
in the best and most ethical direction.
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